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SECTION1

What is GDPR?

The General Data Protection Regulation (GDPR) is the European Union’s (EU) data privacy and security
law. The EU put GDPR into effect on May 25, 2018. The law was designed to give European citizens and
residents more control over how their personal data is collected, used, and protected online.

GDPR applies to any organization (large or small) that handles data belonging to EU citizens and
residents, regardless of where the organization is located. Under GDPR, a personal data breach is
any breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized
disclosure of, or access to, personal data transmitted, stored, or otherwise processed.?

GDPR considers the following to be sensitive data:

Racial or Biometric
ethnic origin data

data

I _

opinions 1 L. l |

Religious or LI AR A Trade union
philosophical e l Ce T membership
beliefs
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Under GDPR, organizations can only legally process sensitive

data if they satisfy at least one of the following conditions:*

Q

Explicit consent of data subjects

Necessary for the carrying out of obligations under employment, social security or social

e

<
I

protection law, or a collective agreement

<
Il

Necessary to protect the vital interests of a data subject who is physically or legally

&

incapable of giving consent

Processing carried out by a not-for-profit body with a political, philosophical, religious or

trade union aim provided the processing relates only to members or former members (or

<<
ok

those who have regular contact with it in connection with those purposes) and provided

there is no disclosure to a third party without consent

Data manifestly made public by the data subject

&

Necessary for the establishment, exercise, or defense of legal claims or where courts are

<<
Tk

acting in their judicial capacity

Necessary for reasons of substantial public interest on the basis of Union or Member State

&

law which is proportionate to the aim pursued and which contains appropriate safeguarding

measures

Necessary for the purposes of preventative or occupational medicine, for assessing the

working capacity of the employee, medical diagnosis, the provision of health or social care

<<
Tk

or treatment or management of health or social care systems and services on the basis of

Union or Member State law or a contract with a health professional

Necessary for reasons of public interest in the area of public health, such as protecting

&

against serious cross-border threats to health or ensuring high standards of healthcare and

of medicinal products or medical devices

>

Necessary for archiving purposes in the public interest, or scientific and historical research

A S
UL

purposes or statistical purposes in accordance with Article 89(1)
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SECTION 2

Differences Between EU & Australian GDPR

In contrast to the EU’s GDPR, many people are unaware that Australia also has its own privacy law. This law

is sometimes referred to as the “Australian GDPR,” but is formally called The Privacy Act 1988. This Australian
Privacy Act was originally introduced in late 1988 and has since undergone over 80 revisions that incorporate
various updates and amendments.

Australian GDPR requires companies to adhere to the following privacy principles:

« Open and transparent management « Cross-border disclosure of personal information

of personal information . Adoption, use or disclosure of government

» Anonymity and pseudonymity related identifiers

« Collection of solicited personal information « Quality of personal information

« Dealing with unsolicited personal information «  Security of personal information

- Notification of the collection of personal information « Access to personal information

« Use or disclosure of personal information « Correction of personal information

« Direct marketing

Under the Privacy Act, Australian organizations’ and their coinciding privacy policies must address:

« The type of personal information being gathered and stored

+ How tis found and stored

«  Why the information is kept and used

- How individuals can exercise their rights with their personal information
« How to file a complaint about a company’s handling of an individual’s PII

- Information about overseas relocation of personal information

Like the EU’s GDPR, Australian GDPR requires companies to keep data safeguarded and to securely erase

PIl when necessary. Additionally, under both laws, data breaches are expected to be reported to authorities
as soon as possible. Both laws also require companies to report data breaches to individuals if the event is
severe enough.




SECTION 3

Consequences of Noncompliance

Direct Financial Consequences

Companies that violate GDPR can incur high fines. A recent Gartner report found that two years after GDPR
was initially implemented, Europe’s major privacy regulators have acclimated to the volume of GDPR-related
complaints.* This is a key shift because it means regulators are moving beyond reactive enforcement (driven by
complaints) to proactively seeking out instances of noncompliance.

There are two tiers of GDPR fines:®

Less severe infringements: More severe infringements:

- Violations of the articles that govern: - Violations of the articles that govern:

o Controllers and processors (Articles 8, 11, o The basic principles for processing (Articles 5,
25-39, 42, and 43) 6 and 9)

o Certification bodies (Articles 42 and 43) o The conditions for consent (Article 7)
° Monitoring bodies (Article 41 o The data subjects’ rights (Articles 12-22)
Fines associated with these infringements: o The transfer of data to an international organization

o Up to €10 million, or 2% of the firm’s or a recipient in a third country (Articles 44-49)
worldwide annual revenue from the preceding «  Fines associated with these infringements:

fi ial hich [ altely
Inancial year, whichever amount is higher o Up to €20 million, or 4% of the firm’s worldwide

annual revenue from the preceding financial year,
whichever amount is higher

No company is immune to these fines; there have been many high-profile GDPR cases. For example, in late
2020, Twitter was fined around $550,000 for failing to document and declare a data breach in accordance
with GDPR regulations.®

Customer Trust

The consequences of a data breach extend beyond the direct fines as well — loss of customer trust and
lost business are also significant repercussions. A GDPR fine in itself might seem small and be manageable
for an organization, but losing your customers’ trust can have a devastating impact on your brand and
shareholder value. In 2020, the average cost due to business loss from a data breach was $1.52 million —
an amount that can have a significant impact on a company’s bottom line.”


https://gdpr.eu/article-8-childs-consent/
https://gdpr.eu/article-11-what-personal-data-can-a-controller-process-without-identification/
https://gdpr.eu/tag/chapter-4/
https://gdpr.eu/article-42-data-protection-certification/
https://gdpr.eu/article-43-certification-bodies/
https://gdpr.eu/article-42-data-protection-certification/
https://gdpr.eu/article-43-certification-bodies/
https://gdpr.eu/article-41-approved-code-of-conduct/
https://gdpr.eu/article-5-how-to-process-personal-data/
https://gdpr.eu/article-6-how-to-process-personal-data-legally/
https://gdpr.eu/article-9-processing-special-categories-of-personal-data-prohibited/
https://gdpr.eu/article-7-how-to-get-consent-to-collect-personal-data/
https://gdpr.eu/tag/chapter-3/
https://gdpr.eu/tag/chapter-5/

SECTION 4

Common Compliance Challenges

Although GDPR regulations have been in place for close to three years, many companies are still facing
challenges when trying to maintain compliance.

Misunderstanding Where Data Is

Stored and Processed

Many organizations misunderstand the amount of Companies often unknowingly store

personal data they store and collect. They assume Pll in many locations, including:

that all of their customers’ Pll data is stored in one

or two databases, but this assumption is typically @

incorrect. In fact, companies often unknowingly —

store data in a myriad of locations. As a result, these g

companies draw conclusions and establish policies Cloud Storage Databases +
based on inaccurate assumptions around what they Providers Servers

think their data storage should be rather than how it
actually is processed and stored. ke

R

Email Workstations

COVID-19 Challenges

Due to COVID-19, throughout 2020 many more employees have been working from home. The sudden
shift to remote work has left businesses vulnerable to increased risk of data breaches and loss, making it
harder to stay compliant with GDPR.

Some circumstances that can put businesses at risk of breaking their compliance include when employees:®

Process, store, or send information through inadequately secured personal devices
(e.g. personal mobile phones) or on unsecured Wi-Fi networks
Transfer documents and data carriers from the office to their homes

Use tools that do not provide adequate data protection (e.g. unsecured messaging apps)

¢ GROUND LABS




SECTION 5

Data Discovery: The First Step
iIn Achieving Compliance

Organizations should never take on a “wait-and-see” approach when it comes to compliance: they need to

be proactive. The first step in achieving proactive compliance is to develop a baseline understanding

of what data your organization has and where it resides: this is a process known as data discovery.

With Enterprise Recon by Ground Labs, GDPR compliance is easily achievable. The award-winning

data discovery solution can:

© O 000000

©

Identify more than 300 data types of structured and unstructured data including

pre-configured, GDPR specific personally identifiable information (PIl) patterns

Demonstrate GDPR compliance with custom reporting and analytics available in the

Enterprise Recon

Scan immediately and quickly thanks to a low-impact distributed design, complementing

and strengthening your data loss prevention strategy

Accurately map data across networks, servers, and platforms to keep tabs on GDPR and PII

data and more easily respond to consumer requests

Easily build custom data types and search platforms to locate and remediate unique data

types to address your organization’s unique needs

Search within both structured and unstructured data sources including files, databases,

emails, cloud, big data and more

Easily view and analyze the access permissions for sensitive data locations and immediately
take action to minimize risk by managing and controlling access to

those locations

Establish a ‘Risk Profile’ based on a Risk Mapping/Scoring feature, enabling the tagging of

high, medium and low data risks across your network

Execute a proactive approach to data security — as opposed to a reactive approach that
relies on damage control post-breach — to build a stronger foundation of trust within your

organization

8” GROUND LABS



SECTION 6

Establishing Ongoing Widespread Compliance

Compliance rules are constantly changing, which means that compliance is not a one-time checkmark, but an
ongoing obligation. GDPR inspired many other regional privacy laws, like the Australian GDPR and CCPA. In
fact, Gartner predicts that by 2023, 65% of the world population’s personal data will be protected by various
privacy regulations like GDPR.?

With Enterprise Recon, organizations can keep up with these ongoing compliance requirements. Enterprise
Recon helps companies create an inventory of sensitive data, upholding the GDPR requirement for ongoing
data surveillance by monitoring it around the clock via the Enterprise Recon dashboard.

& GROUND LABS



SECTION7

Conclusion

Ongoing compliance with GDPR is critical for organizations today because failing to comply with GDPR

can lead to hefty fines and significant customer loss. The differences between GDPR in the EU and Australia
highlight the changing nature of privacy laws, and the importance of keeping up with all relevant regulations
around the globe. Adapting to regulations in real-time won’t cut it; your team needs to build a system that can
handle these changes as they happen. The first step to preparing for ongoing compliance is data discovery.

Are you ready to get your organization better prepared to achieve GDPR compliance? Book a demo with
a member of the Ground Labs team by visiting: https://calendly.com/ground-labs-global-sales-team

{? GROUND LABS
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BOOK A DEMO Promotional Campaign

OVERVIEW

The purpose of this campaign is to entice, educate and solve potential customers queries by
booking a slot to present them with a live, interactive demonstration of our Data Discovery
tool: Enterprise Recon. Ultimately, the demo would be run with assistance from a Ground
Labs Account Executive. You can choose from the various geo relevant templates below.

A brief overview of Enterprise Recon:

Enterprise Recon: Crawler designed to find data across your entire network,
computers, servers, etc. Currently, we enable customers to search over 300 data
types including predefined and variants. Customers can also create custom data
types specific to their industry and company utilizing Ground Labs proprietary pattern
matching technology, GLASS Technology™. Enterprise Recon is a core tool in
helping organizations discover, remediate, and report on data unique to their needs.
It helps organizations adhere to compliance legislation at the regional, local and
global level such as GDPR, PIPEDA, PCI DSS, CCPA, HIPAA and others.

o Product page: https://www.groundlabs.com/enterprise-recon/

Enterprise Recon has three different editions:

K3
o

Enterprise Recon PCI: the go-to solution for those needing to manage and maintain
PCI obligations and data. It enables class leading data discovery and remediation to
meet and maintain PCI compliance.

Enterprise Recon PII: the industry-leading solution that enables CISOs, ITSMs, and
Data Governance Officers full data discovery and remediation tools to meet and
maintain compliance against GDPR, CCPA, HIPAA, PCI DSS and PDPA with over
300 data types including predefined and variants. You can also create custom data
types specific to your industry and company.

Enterprise Recon PRO: the most-complete data discovery solution that empowers
CISOs, ITSMs and Risk Managers with full visibility of all their data along with risk
insights. Enterprise Recon Pro aligns with CISO and Executive scorecards through
integration with an ODBC Reporting connector that interfaces with Tableau, Power Bl
and more.
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TARGET AUDIENCE
Primary

Retail/eTail
Healthcare
Telecom
Transport
Financial Services

Secondary

e Media
e Government Organizations
QSA

CREATIVE ASSETS BUNDLE

Landing Page Email Design LinkedIn Ad
2 1 7
IMAGES

Landing pages #1

( GROUND LABS

BOOK A DEMO

Please submit the form above and we’ll contact you to schedule a discovery call. Want to skip the email? You can also schedule a
meeting directly on our calendar.
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Landing page # 2

" GROUND LABS

Taking a Zero-Sum Approach to

Securing your Pll Data

‘Whan & comes io dofa management and security, no stona can be feft untumed. And yat
arganizations contirue to basa their ata managemant and seourity postura on
assumpions.

This places the anfre organizatiaon at risk, and it is criical that C1S0s, [TSMs, and Data
Govemance fficers take a zero-sum approach ta data privacy. Howewar, the profferation
af data makes il challenging for arganizakions to keep up, especialy in ramata wark
amironmants

Wart to leam mare about what features your arganization neads 4 to remove
assumplians and take a zero-sum approach ta PIIT Watch Grourd Labs Erderprise Sales
Consubtand, Chat Medcall, ghve a doma.

In this segmend, wo'll explore

= Entarprisa Recon PRO's abiity to scan data files. emails, databases. clowd, or an
pramizas

« Why tha risks io Pll and the arganizations $int store i have never boen graater

« Enborprise Aecan PRO's advancad foatures, including custam data type searches.

« A liva demarsiration of Entorprise Racen Pl

How Ground Labs Can Help

We'ra here i help you locate PIE
= Schaduls 8 1:1 mosting with us o botter understand your data managemeet

processas.
» Discovar how our award-winning Enbarprisa Aacon sakticn can help ya find
missing ar vinerable Pl bafars malicious actars

If you would like to use your own landing page, please contact us for the YouTube link.
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Linkedln Designs

Linkedin Ads # 1

Achieving Australian Privacy Act compliance
does not have to be complex. Leaveitup to

the data discovery experts.

Learn more about the quickest, most accurate data discovery
technology today. Book a demo.

& GROUND LABS

LinkedIn Ad #2

Achieving GDPR compliance does not have to be
complex. Leave it up to the data discovery experts.

Learn more about the quickest, most accurate data discovery
technology today. Book a demo.

%' GROUND LABS

LinkedIn Ad #3

Achieving CCPA compliance does not have to be
complex. Leave it up to the data discovery experts.

Learn more about the quickest, most accurate data discovery
technology today. Book a demo.

%' GROUND LABS
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LinkedIn Ad #4

Try the quickest, most accurate data discovery
technology to discover your organization's Pll data.

See everything. Book a brief, custom demo today.

¥ GROUND LABS

LinkedIn Ad #5

Now is the time to mitigate risk by discovering all
of your organizations’ personal and sensitive data.

Book a brief demo with a data discovery expert.

%' GROUND LABS

LinkedIn Ad #6

Gain clarity and insight into your organization’s data.
Learn how to remediate and mitigate the risk in order

to maintain compliance.

Schedule a complimentary data impact assessment today.

%' GROUND LABS
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LinkedIn Ad #7

Data is an organization’s most valuable asset,
and the biggest risk.

Understand your risk profile today. Your complimentary data impact
assessment awaits.

%' GROUND LABS

Email

Email banner

Gain clarity and insight into your organization’s data.
Learn how to remediate and mitigate the risk in order

to maintain compliance.

Schedule a complimentary data impact assessment today.

% GROUND LABS

All of these creative images will be available to download in the campaign folder.

Design
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EMAIL COPY

Subject: Your data discovery journey starts now: Book a brief, custom demo

Hi <<First Name>>,

Data is everywhere. In fact, every second, data is either accessed, moved or stored within
an organization, causing a lack of visibility and awareness that can lead to compliance
violations or, worse, catastrophic data breaches.

The solution to this complex data management conundrum is simple: it starts with data
discovery. As the quickest, most accurate data discovery technology, Ground Labs has you
covered with its award-winning Enterprise Recon solution.

You have already taken the first step in your data discovery journey by {Action: downloading
our whitepaper}, but now, it is time to take it even further by speaking with our data
management experts.

Book a brief, customized demo with one of our experts today to:

v Discover how to find all of your organizations’ PIl, regardless of where it lives.

v Comply with GDPR, PCI DSS, CCPA, HIPAA, Australian Privacy and other data
security standards.

v Learn how to inform {organization name} of its data risk at large, with data
classification and customizable reporting features.

[CTA ICON]

Get Started Today:
Schedule A Demo Now

Sincerely,

<<The NAME OF ORG. Team >>

If you have any questions, please contact Sasa.Limbu@groundlabs.com, we are on hand to help!




